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MY NAME IS ELON MUSK, AND | WOULD LIKE TO SHARE A UNIQUE
OPPORTUNITY TO MAKE SIGNIFICANT AMOUNTS OF MONEY EVERY DAY

~—— *r'

https://www.rmit.edu.au/news/factlab-meta/elon-musk-used-in-fake-ai-videos-to-prom

ote-financial-scam
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https://user.guancha.cn/main/content?id=1367957
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Translated from Chinese by Google

Recently, fake Zoom conference software has been used to poison and
attack project owners or people with certain influence in the
cryptocurrency circle. There are a few small details that are quite
"violent" and need to be reminded again:

1/ Zoom links on Telegram/X etc. appear to be real official domain
names, but they are actually forged through tricks. Once you click on
them, they will definitely not be official domain names (remember
zoom.com and zoom.us ). This needs special attention

2/ Those who lure you into downloading fake Zoom meetings are the
kind of people who are very good at talking, making you feel that it is
unlikely to be fake, and the key point of this type is that the participants
you see at the time, the video display is actually forged with deepfakes...
There is no doubt that in the Al era, video and voice forgeries can be very
realistic...

3/ After controlling the target computer, subsequent attacks are
extended, not limited to the target computer that has relevant
permissions and funds. If it is a technician's computer with relevant
cloud platform permissions, the follow-up will be even worse...

If you encounter this type of threat and need help, please contact us.
Here we just use Zoom as an example. For other conference software
with strange names, just pay more attention.
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it's actually pretty simple and doesn't
require any coding knowledge
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[JPEX Incident ﬂmeline]

September 13
The Securities and Futures Commission of Hong Kong issues a warning,
stating that JPEX is an unregulated virtual trading pIaHerm

September 14
Users claim that JPEX charges exorbitant fees for withdrawals and
sets withdrawal limits, preventing users from accessmg their funds.

September 15
JPEX vacates the "Blockchain Tower" in Taiwan,
drawing attention from the property management.

September 16
The Commissioner of Police in Hong Kong states that
83 people have filed reports, involving approxlma!ely HKD 34 million.,

September 21
JPEX submits a dere pplication to the ian Securities
and Investments Commission (ASIC). Hong Kong police report 11 arrests.

Actor Julian Cheung assisls in the investigation.

The investigation delves into the core of the JPEX fraud network,

October 1
Hong Kong police state that frozen assets are approaching HKD 100 million.
identifying key figures. Eﬂons continue to uncover the mastermind and trace the funds.

October 7
Hong Kong police update that 27 individuals have been arested,
with 2533 reported victims and an estimated amount of HKD 1.56 billion involved,

Octaber 15
Taiwan's Financial Supervisory Commission reveals JPEX's involvement
with tens of millions of TWD and interviews celebrity endorser Nine Chen.

September 18
Hong Kong police receive 1641 reports, with a total amount of HKD 1.2 billion involved.
Six individuals have been arrested. JPEX issues a statement claiming unfair treatment.

November 26
Latest data from Hong Kang police indicate 66 arrests, 2623 reported victims,
and an estimated amount of HKD 1.6 billion involved.

JPEX releases email records with the Securities and Futures Commission,

September 19
Coingaroo, a Hong Kong USDT exchange, is investigated for promoting JPEX.
asserting the normal operation of trading pairs.
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ZachXBT o -
@zachxbt
Update: Scammer started trolling before deactivating both Leaper
Finance & Glori Finance X accounts.

All three websites for the projects mentioned are now offline as well.

Leaper Finance I

Nice work! My comrades here at Lazarus fear

you yet admire you! We'd like to trade Glori Finance
important intel with you, since I'll be :
deported&assassinated soon. But my brothers 20 3.4K
will take over. We will launch a token called
INTEL, presale address:

0x5BD2 PREELE] .
82451060 Something went wrong.

ZachXBT @

Community Alert: The group of scammers

who stole 8 figs with Magnate, Kokomo,

Lendora, Solfire, etc is back with a new Leaper Finance
project on Blast @Leaperfinance

38 ing 2.4K
Last week they funded an address on Blast

with ~$1M of laundered funds from the
previous rugs and have begun adding
liquidity... Show more Something went wrong.
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Rescreen Clear

Direction: Deposit Asset: © Holistic Status: Open
Value (USD): 14,997.00 Tx asset: © uspT/ethereum

Triggered Rules Source of Funds Notes Screening History

Scam risk rule (1) A~

Entity Risk Trigger Values Closest Proximity Contribution (%) Exposure Value (USD)

Pig Butchering (_xyz)  Hide Graph @D Screened Address 100 14,997.00
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% : FTREliptic BFE I EHRERELFARMAFABERESIRRELRBETEE, RS
BRARAEFEAMEZEL RS TE,

X | 370k us,<—> J—>® ross Protocol | % | 314.8K USE —’<—>'ln)er7am | % | 358K USE
# Ethereum address #3 Ethereum address #4 Arbitrum adress #2 Base ad

Bitcoin address #3 Ethereum address #5 Ethereum address #6 Arbitrum address #3 Base address #3
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